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INTRODUCTION

Computer-related criminality is one of a number of issues that flow from the rapid
increase in the use of computers in the home, school, business and government.
Sensational media accounts of various types of abuses, committed either with the
use of computer systems or directed at computer systems, have captured the
imagination of the public and the legislators. This has been a world-wide
phenomenon, and Canada has not been immune from the pressures to legislatively
react to perceived or actual problems in the current law. While legislative reaction
may be justified in some instances, the issues are complex and the results of
ill-considered legislative action may produce unforeseen consequences in other areas
of the legal and socio-economic system. Significant study should precede legislative
enactment to ensure that the complexities are properly understood and appropriate
legislative amendments are made.

The purpose of this article is to identify some of the problems inherent in applying
traditional penal laws to the phenomenon of "computer abuse”, problems common
to both continental European and Anglo-American systems of law; and second,
describe Canadian and other countries’ responses, and their associated policy
justifications and implications.

THE NATURE OF THE PROBLEM

"Computer crime" is a term that has come into vogue recently. It is, however, a
misleading term. In many instances "computer crime" is legally indistinguishable from
existing crimes such as theft, forgery, fraud and mischief (i.e., causing criminal
damage). Many abuses involving computers are covered by traditional criminal laws.
A bank employee might use a computer to transfer bank funds to a private account
and then disappear with the funds. The employee has clearly committed a theft, and
has used a computer to assist the commission of the offence. Similarly, a person
might use a computer to alter the sum paid to him or her on a paycheque. In each
case, the computer has assisted in the commission of the crime. In most countries,
the present penal provisions concerning theft and fraud would be adequate to deal
with the situations outlined. Consider another example. A person might deliberately
damage an automated banking machine outside a bank or might enter an office and
steal a computer tape or disk. Again, the present criminal offences of mischief and
theft would adequately deal with these abuses. It would be wrong to label these
types of conduct as "computer crime". They are really traditional crimes committed
with the assistance of computers or with computers as the objects of attack. The
traditional laws generally require little amendment to deal with these situations; they
appear flexible enough to respond to such abuses.

While many abuses involving computers do fall within the net of existing criminal
laws, the development of computer systems, however, has produced a number of
legal wrinkles and twists of which earlier lawmakers could not have conceived. There



exist, therefore, certain forms of conduct that, by their nature or by the nature of the
entity or phenomenon to which they are directed, are not, or have not until recently
been, recognized legally as crimes, although they are clearly considered by many
persons to be abuses.

The fundamental question, therefore, is what types of conduct considered to be
"computer abuses", should be prohibited by criminal sanctions. Unless it is carefully
determined which interests should be legally protected, conduct in relation to
computer usage that is perfectly reasonable, merely unethical or simply annoying may
be made criminal. Such a course might have disastrous results on the future
development of computer technology and have significant socio-economic effects in
other areas as well. Legislators and the judiciary must not permit themselves to be
awestruck by new technology and over-legislate or over-adjudicate in response, either
by creating new offences that unnecessarily duplicate elements of existing ones or by
unjustifiably extending the criminal law beyond the types of interests currently
protected.

A HISTORY OF THE CANADIAN LEGISLATIVE EXPERIENCE

In Canada, legislative response began shortly after the Supreme Court of Canada
held that the present offences of theft of telecommunication services or unauthorized
use of telecommunication facilities did not include similar conduct committed in
relation to computer systems.! The Department of Justice of Canada began to
develop some legislative amendments, but for various reasons introduction of these
proposals into Parliament was delayed. In the interim, two Members of Parliament
individually introduced their own Bills (Bills C-628 and C-667) in the House of
Commons of Parliament.” These Bills, broadly speaking, were aimed at the following:
achieving a definition of "computer”, an extension of the definitions of "document"
and of "telecommunication", the inclusion of computer software and retrievable
computer data into the definition of "property" and the inclusion of unauthorized use
of programs and data in the laws of theft; penalizing the alteration, damage or
destruction of programs and data; and providing for the admissibility of computer
records as evidence. Both Bills received only first reading in the House of
Commons.” It was the opinion of a number of legal and computer experts that the
Bills were flawed in both conceptual approach and technical substance, and in some
instances, would have over-extended the application of the criminal law. They were,
however, useful as educational instruments which highlighted the problem.

Introduced for first reading on December 16, 1982, one of the Bills, Bill C-667, was
withdrawn from second reading on February 9, 1983, but its subject matter was
referred to the House of Commons Standing Committee on Justice and Legal Affairs.



A Sub-Committee was established which heard evidence from a variety of witnesses.
On June 29, 1983, the Standing Committee presented to the House of Commons the
Report of the Sub-Committee on Computer Crime." The Report proposed
amendments to the Criminal Code’ and Copyright Act,® review of all matters relating
to the effective detection and prosecution of computer crime, increased training for
police officers and prosecutors, an examination of the feasibility of extending patent
and industrial design protection to computer programs, an initiation of a joint
federal-provincial study on trade secrecy laws, adoption of appropriate security
measures and ethical standards by the computer industry and the introduction of
computer ethics in the teaching of computer classes at all levels.

On October 26, 1983, the Government tabled in Parliament a comprehensive
response to the Report of the Sub-Committee on Computer Crime that indicated
government policy, action and future intensions in the areas addressed by the
recommendations.” On February 7, 1984, Bill C-19, the proposed Criminal Law
Reform Act, 1984, was introduced by the Minister of Justice into the House of
Commons.® Included were amendments to the Criminal Code to bring the criminal
law up to date with respect to the protection of the integrity of computer systems.
For various reasons, including a national election, the Bill did not proceed beyond
First Reading. On December 19, 1984, the new government introduced Bill C-18,
the proposed Criminal Law Amendment Act, 1984.° After study by the House of
Commons and the Senate, the Bill was passed and received Royal Assent on June
20, 1985 as the Criminal Law Amendment Act, 1985.° The purpose of these
amendments to the Criminal Code is to ensure that the laws of Canada will protect
those who wish to benefit from technology from those who wish to abuse it. The
amendments, however, do not address all forms of computer-related criminality in
general, but rather are designed to protect the integrity of computer systems.

In the new amendments to the Criminal Code, the Canadian Parliament has charted
a cautious course, extending criminal liability commensurate with interests currently
protected by the criminal law, while leaving more perplexing questions for further
study and analysis. The amendments are really refinements and extensions of six
categories of crime that are currently prohibited by the Criminal Code: fraud, theft
of telecommunication services, interception of private communications, mischief,
misuse of credit cards and forgery."

Specifically, a new subsection has been added to include within the offence of
mischief the wilful (a) destruction or alteration of data, (b) rendering of data
meaningless, useless or ineffective, (¢) obstruction, interruption or interference with
the lawful use of data, and(d) obstruction, interruption or interference with any
person who is entitled to access thereto.” In addition, a new provision provides that



it would be an offence, dishonestly and without a colour of right, (a) to obtain a
computer service, (b) to intercept a function of a computer system, or (c) to use a
computer system with intent to commit any of the two previously mentioned offences
or the offence of mischief when committed in relation to data or a computer
system.” For the purpose of the existent offences concerning misuse of credit cards,
the definition of "credit card" is expanded to include automated teller machine and
other types of banking cards.” The definition of "document" with respect to the
forgery offences is also extended to include, as "documents computer and other
technologically created records.”

THE DISTINCTION BETWEEN "INFORMATION" AND "DATA"

Although often used interchangeably, there is an important conceptual distinction
between "information" and "data". This distinction is important not only for
technological reasons, but as will be seen, for legal reasons as well.

Information is not a thing, but a process or relationship that occurs between a
person’s mind and some sort of stimulus.” On the other hand, data is merely a
representation of information or of some concept. Information is the interpretation
that an observer applies to the data. Different information may be received from
the same data depending on how it is interpreted. For example, do the markings
on the walls of early cave dwellers represent mere wall decorations or do they
represent information or concepts? The meaning is not inherent in the markings.
It is only by the interaction of mind and markings that information is caused to be
conveyed. For all one knows, Einstein’s theory of relatively may be inscribed on the
wall of a cave dwelling, undecipherable due to our inability to give meaning to the
markings. The same can be said of any language, written or spoken. Particular
markings on paper or vocal sounds only have meaning because they represent
information or concepts.”

In the computer environment, the collection of numerical characters "01100010" has
no meaning until some interpretation is applied or an agreement is made to assign
a particular meaning to it for a particular purpose. The characters may represent
the decimal number 1,100,010, or a binary number whose decimal equivalent may be
some other number, or even a word. Different information may be received from
the same data depending on how it is interpreted. "Information" and "data" are not

Synonymous.

Hence, when one destroys or appropriates data, one destroys or appropriates the
representation, and not the actual information, idea or knowledge. The latter, for
example, may still reside in the mind of the creator, or in the mind of whoever else



may have acquired such knowledge. In order to acquire the information, an acquirer
of data must still interpret or decipher the data. It is important to be cognizant of
the distinction between "information" and "data" in developing legislation in the area
of computer abuse and misappropriation of information.

It is, therefore, significant that the new offences in the Canadian Criminal Code are
not in relation to "information", but "data". "Data" is defined in subsection 342.1(2)
as "representations of information or concepts" rather than as information per se."”

THE _COMPUTER AS AN INSTRUMENT TO COMMIT TRADITIONAL
CRIMES

As indicated earlier, these forms of crime are really traditional crimes committed with
the assistance of computers. They include offences such as theft, fraud and
conversion (embezzlement) of property (e.g., money or a deposit credit), offences in
relation to misuse of credit or bank cards, breach of trust or abuse of confidence,
and forgery and related offences. In most cases, penal laws adequately apply.
Nevertheless, applicability is particular to a nation’s laws: for example, some legal
systems do not recognize a deposit credit as property, but only as a claim; some
definitions of fraud require that a person actually be deceived as opposed to simply
requiring the presence of other fraudulent means or "manoeuvres frauduleuses?" in
relation to the use of a machine; and, forgery provisions are sometimes limited by
requirements for visual perceptibility or are plagued by other requirements.” Since
many of these problems are generally country specific, the scope of this article does
not permit detailed discussion. Our analysis will turn to abuses causing almost
universal difficulty among legal systems.

THE COMPUTER AND ITS RELATED ENTITIES AS AN OBJECT OF ABUSE

A typical form of computer abuse where the computer or related entities are the
direct target of abuse is computer sabotage, including not only the destruction of
hardware and other corporal items such as tapes, disks and micro-chips, but the
erasure, destruction or alteration of the data itself. In respect of corporeal items,
classic offences such as mischief or causing criminal damage adequately apply. In
Canada, for example, the offence of mischief in subsection 430(1) may be committed
where a person interferes with what is termed "corporeal" or physical property;* for
example, destroying paper documents, erasing the ink markings therein or destroying
tangible computer tapes and disks constitutes the traditional offence of mischief”
since a corporeal entity has been damaged or destroyed.



A particular configuration, pattern or arrangement of electromagnetic impulses,
however, even if preserved on some physical medium is not corporeal. Thus its
destruction or damage, without concurrent destruction of, damage to, or interference
with the physical medium, would not constitute the traditional offence of mischief in
many countries.”? Nevertheless, these patterns, configurations or arrangements of
electromagnetic impulses can be as valuable as patterns, configurations or
arrangements of ink or graphite on a piece of paper. Both forms of configurations,
while not information themselves,” can represent information or concepts that are
susceptible of valuation. Both forms should receive equal protection.

One solution is to amend the definition of "property" in a penal statute to include
"data". In Canada, this approach was rejected for a number of reasons. First,
section 429, which defines "property" for the purposes of Part XI of the Criminal
Code, applies to more offences than simply mischief. For example, it is difficult to
conceive of the burning of electromagnetic impulses in such a way that the arson
provisions could apply.* Second, some of the types of conduct that constitute
mischief in relation to corporeal property can have no application to incorporeal
computer data.” Third, there exists a distinction between information and data as
discussed earlier. Fourth, the inclusion in the definition of "property" of any
reference to "data", which has been defined to include "information", creates the
dangerous inference that information per se may be considered to be property.”

Accordingly, the best solution was to create a new provision concerning mischief in
relation to data that parallels the offence of mischief in relation to corporeal

property.”

In Canada, the ordinary offence of mischief in relation to corporeal property not only
includes the destruction or damage of property, but also the obstruction, interruption
or interference with the lawful use, enjoyment or operation of corporeal property or
with any person in the lawful use, enjoyment or operation of such property.” If
wilful acts deny a person the lawful use of computer equipment, they would
constitute the offence of mischief, since the object interfered with is corporeal. For
example, wilfully interfering with the power supply to, or overloading the input
capacity of a computer system could constitute mischief.”

Similarly, in many countries, while the actual destruction of data in incorporeal form
does not constitute mischief, the consequential effects upon corporeal property may
nevertheless constitute the offence of mischief.” This is based on the rationale that
the destruction of computer data, for example, has damaged or interfered with the
functional integrity or use of the corporeal computer tape or disk. In the Canadian
case of Regina v. Turner,” the accused altered intangible computer programs that



were contained on computer tapes, with the result that the programs would not
operate properly. While the alteration or destruction of the incorporeal data did not
constitute the offence of mischief, the resulting interference with the use of the
corporeal tape containing the altered incorporeal data was held to constitute mischief.

Yet, despite the applicability of provisions such as those above, they are nevertheless
still deficient. First, they do not directly attach penal liability for the interference
with the data, but rather attach it to the consequential effects upon corporeal
property. If the interference is only in relation to the use of electromagnetic
impulses, for example, with no corresponding interference with the use of corporeal
equipment, no offence of mischief occurs. It is preferable that the interests directly
protected by society in offences concerning mischief in relation to corporeal property
be equally protected where the asset is incorporeal, such as in the form of computer
data. In Canada the legislative solution was to create a specific offence of mischief
in relation to data where a person wilfully and without colour of right, lawful excuse
or justification, destroys or alters data, renders it meaningless, useless or ineffective,
interferes with its lawful use, interferes with any person who is lawfully using it or
denies access to any person entitled thereto.”

While statutes concerning mischief in relation to corporeal property usually
contemplate only destruction or damage as constituting a delict deserving of
punishment, the alteration of data (e.g. by inserting new data into a computer file
or program, even without any destruction of existing data) is equally destructive of
the integrity of the original data, and equally deserving of legal sanction.
Accordingly, the new law in Canada not only includes within its scope unauthorized
destruction of data, but also unauthorized alteration of data.”

Offences of mischief or causing criminal damage to property or data are not only
important because they reinforce and protect societal interests in the preservation
and maintenance of the integrity of property or data, but interference with integrity
can have disastrous consequences to human life; e.g. interference with the integrity
or use of medical or air traffic control computers or data. While such acts may in
some cases be addressable directly under penal provisions concerned with
endangerment to life, one should ensure the equal application of any particular
offences that concern interference with property that causes endangerment of life.
In Canada, subsection 430(2) provides that mischief that causes actual danger to life
is a separate and more serious crime. The classification of the new data offences
in section 430(1.1) as "mischief™ ensures equal applicability of subsection 430(2) to
both property and data interference.



It is also important to note that data does not have to be within a computer at the
time of its destruction, alteration or interference. Computer data may be attacked
in the course of telecommunication or by placing a strong magnet, for example, in
close proximity to a tape or disk, thereby erasing or rearranging the electromagnetic
representations recorded therein. In Canada, the use of the phrase "in a form
suitable for use in a computer system" in the definition of "data",” as opposed to "in
a computer system", includes within the scope of protection not only data in
transmission but data in computer media which may not, at the relevant time, be in
direct association with the computer system. With the refinement of optical readers
and audio input and output, this definition could in future include program source

code or other data in hard copy form, such as writings on paper, and oral speech.

Of course, merely causing damage or interference is not enough to justify criminal
liability. A culpable state of mind must also exist. In Canada, safeguards designed
to exclude the accidental or otherwise lawful alteration, destruction or interference
with use of data and the intentional alteration or destruction of one’s own data have
been included in the definition of the offence. The requisite mens rea or mental
element would require that the conduct be performed "wilfully";* that is, either (i)
knowingly and intentionally, or (ii) with the knowledge that the conduct will probably
cause the event to occur and with subjective recklessness as to whether the event
occurs.”” Furthermore, subsection 429(2) provides that no person can be convicted
of mischief if he or she "acted with legal justification... excuse or...colour of right".
A colour of right would include any situation where the person, although mistakenly,
honestly believed that he or she had a right to destroy, alter or interfere with the
data.

G. ABUSIVE CONDUCT IN RELATION TO COMPUTERS OR DATA
The previous section generally discussed situations where the computer or data were
the direct objects of abuse. This section discusses various abuses in relation to the

use or misuse of computers or data.

1. Interference with Lawful Use

This includes all types of unauthorized obstructions, interruptions or
interferences with the use of computer systems or data. Although conceptually
belonging under this classification, these abuses were discussed under the
previous part both for analytical purposes, and due to their relationship to
mischief or criminal damage offences.



Interception of Communications or Functions of a Computer System

Even if there is no alteration or destruction of, or interference with the use of
data, the intrusion into the computer system, interception of communications
or gaining knowledge of other inner-workings or functions of a computer system
represents a serious violation of privacy.

In other areas of the law, countries have sought to protect the integrity of
particular communication systems or types of communications. This protection
has often been afforded independently of the nature, status, secrecy or content
of the message being communicated. This type of protection finds its form in
laws concerning wiretapping of communication systems or other more general
types of electronic surveillance of communications, whether in electronic or oral
form. The statutes of many western legal systems, however, only apply to the
interception of oral communications or conversations between persons,” and
have limited or no application to the interception of communications of
computer systems, let alone to the interception of any other valuable function
that may be performed.

Likewise in Canada, the ordinary laws prohibiting theft of telecommunication
services® or interception of private communications® would not, cover many
instances of accessing or otherwise gaining knowledge of the communication of
data or other internal processes (i.e, functions) of a computer system. The
ordinary wiretap or electronic surveillance offence” arguably applies where two
persons,” by means of telecommunication,” link their computers together and
communicate with one another. This law would probably not apply, however,
to the following situations: communication between two computer systems
belonging to the same person; two computers communicating with one another
rather than with the persons who own them; one computer system
communicating with itself; or communication between a computer and a
person.*

With the increasing inter-relations, and difficulty in distinguishing, between
telecommunication systems and computer systems, it is important that the law
adequately protect both computer systems and their communications from
unauthorized surveillance. It is important to note that the interests to be
protected include not only the transmission of data communications within a
computer system, between computer systems and between computer systems
and persons, but also the surveillance of other internal or external processes
or functions of a computer system. In the course of their operation, computer
systems perform many other functions besides data communication. In addition



to data processing, these include inter alia logic, control, arithmetic, deletion,
storage and retrieval. Surveillance of a computer system can reveal the inner
or external processes or functions of a system. These functions can be just as
valuable, and their surveillance can be as much a violation of privacy, as the
interception of telecommunication or communications of data.

In Canada, paragraph 342.1(1)(b)* of the new law has, therefore, been enacted
to address not only the uncertainties of the former law with respect to
interception of telecommunications or communications, but also the new privacy
interests created by the computer age. It provides that "every one who,
fraudulently and without colour of right..by means of an electromagnetic,
acoustic, mechanical or other device, intercepts or causes to be intercepted,
directly or indirectly, any function of a computer system.."is guilty of an
indictable offence or an offence punishable on summary conviction." For the
purposes of this provision "intercept" includes "listen to or record a function of
a computer system, or acquire the substance, meaning or purport thereof." The
term "function" is defined to include "logic, control, arithmetic, deletion, storage
and retrieval and communication or telecommunication to, from or within a

computer system".*

Generally, one can only "intercept” a function of a computer system if there is
some aspect of communication, either internal or external, engaged in by that
system.”” This interception can occur either directly, through the access and use
of the computer system (by using one of its terminals, for example), or
indirectly, through the use of electronic eavesdropping devices. These latter
techniques do not have to involve any direct access to or link with the computer
system, and can include inductive coupling, the reception of advertent
electromagnetic broadcasting or the reception of inadvertent electromagnetic
broadcasting of radiation from various components of a computer system. For
this reason it is important that legislative solutions not be limited merely to
proscribing unauthorized "access" to a computer system or to computer data.®
More is at stake than simply data; and surveillance and interception techniques
go beyond unauthorized access or entry to the physical computer system.

Accordingly, by use of the concept "intercept” the new Canadian law addresses
conduct of a scope that is broader than mere "access" to the computer system.
Also it is the surveillance or interception of a "function" of that system, rather
than the interception of the "data" itself that is prohibited by paragraph
342.1(1)(b).



It is, of course, true that this new provision would indirectly prohibit the
unauthorized acquisition of data from a computer system. If the interception
of a function is prohibited, this will necessarily prohibit the unauthorized
acquisition of the data that may be contained in that function.” This provision,
however, does not seem to be aimed directly at the issue of appropriation, but
rather at interception and the violation of privacy interests. Like the current
wiretap offence in the Criminal Code,” the gravamen of the new offence is not
an acquisition or appropriation in the manner or nature of theft,” but rather
the unauthorized surveillance and gaining knowledge of a communication or
other processes to which one is not entitled. For example, when one’s
telephone conversation is intercepted, no one conceptualizes the wrong as a
theft of the communication or the information. In many instances, the
communication may be of no real extrinsic value; e.g. a marital conversation
between spouses. The gist of the delict is the violation of privacy, independent
of the nature of the communication. Therefore, just as the law grants a right
to privacy and protects the integrity of personal communication with another
person, the new provision grants a similar right in respect of the integrity of
one’s computer system. In other words, one has the right to communicate with
one’s computer system in private as well as the right to have the computer
communicate externally to oneself, internally with itself, or privately with other
computer systems.

The issue of unauthorized acquisition of data or information as a delict
deserving of punishment will be discussed later. It will be found that unlike the
case of privacy interests, the context of the data or information acquired may
be crucial to determining whether and in what manner any crime of
misappropriation should be defined.

Being criminal conduct, statutes prohibiting access to or interception of
computer functions require techniques to distinguish criminal wrongs from civil
wrongs. Existent and proposed restraints on over-criminalization vary among
countries. Some countries have established or proposed objective requirements,
such as the necessity that security measures be infringed before liability
attaches.” Other countries,” including Canada, have limited criminalization
by requiring that the accused possess particular culpable states of mind,
independent of whether the target of the attack was properly safeguarded. In
Canada, for example, it is necessary that the interception be performed
"fraudulently and without colour of right".** The term "fraudulently" in Canadian
law essentially means dishonestly; the commission of a fraud is not necessary.
To act without a "colour of right" is to act without any honest belief that one
had a right to perform that act. The necessity to break any security systems,



or the lack of any security, however, could affect the state of that belief. In
effect, objective criteria, such as the degree of security, is subsumed within the
subjective mental element.”

Unauthorized Use of Computer Systems

Although inter-related, for analytical purposes this topic will be discussed under
two separate heads: a) the unauthorized obtaining of computer services or
time, and b) the unauthorized use of computer systems in general. The delict
in respect of the former is the unauthorized obtaining of data processing or
other services, while the delict in respect of the latter is the unauthorized use
of the computer itself. Some countries’ laws, or proposals for reform, cover
only one delict, some cover both and some have separate offences for each.

Unauthorized obtaining of computer services or_time

In some countries, the classic offences analogous to obtaining computer services
are those concerning the unauthorized use of automatic vending machines or
public telephone networks, and general theft of service laws. While general
theft of service®® laws may apply in such cases, the application of other
provisions directed at the use of vending machines or telecommunication
facilities is less certain. Some laws are restricted to services offered for a fee.”
In other laws, computer systems have been held not to be included within the
purview of statutes prohibiting theft of telecommunication services or use of
telecommunication facilities, such as in Canada.® In some countries, statutes
concerning the unlawful use, waste or withdrawal of electricity are applicable;”
while in other countries they are not.”

In some countries, such as Canada, other offences of general application have
been held to apply in some circumstances. For example, where an account
number has been assigned to a lawful user and a person falsely represents
himself as having authority to debit the account and use computer time, the
person may be prosecuted for fraud under section 380 of the Criminal Code.
Prosecutions in respect of the offence of fraud have been successfully
undertaken based on the monetary worth of the service debited to the lawful
user’s account.* Where a person falsely assumes the identity of a lawful user,
a charge of personation under section 403 of the Criminal Code may be
applicable.” In some countries, such as the United States, general theft
provisions have in some instances been held to be applicable to the "theft" of
computer time, due to the particular nature of the wording of the provisions.®




b)

Since computer time or services has economic value, it is logical that its
misappropriation should be sanctioned as equally as are the misappropriation
of other things of value of which a person can be deprived. In the United
States of America, many States have enacted specific theft of computer service
laws, amended definitions of "property" or included such conduct within special
omnibus provisions on computer crime.* In Canada, a specific prohibition
was created in respect of the obtaining of "computer services" if the services
are acquired dishonestly and without a colour of right.* Other countries also
have proposed specific provisions.®

Unauthorized Use of Computer Systems

The obtaining of computer services or time (discussed above) is, of course, one
aspect of the broader concept of unauthorized use of computer systems. In
fact, the unauthorized use of a computer system is inherent in the commission
of most computer abuses and traditional crimes where the computer is used as
a means, although there are some situations where the direct use of a computer
is not required; such as where a tape is erased by placing it in close proximity
to a strong magnet, or a function of a computer system is intercepted by the
use of electronic eavesdropping devices.

The concept for present discussion, however, is whether and to what extent
should the law penalize the mere unauthorized use of a computer system.
Unlike the obtaining of computer services or time, the type of use under
present discussion may result in no deprivation of use or of monetary value to
the owner (other than electricity consumption costs). Essentially, the proffered
interest to be protected is the value of exclusive use of a computer system for
its owner.

In many countries, criminalizing such conduct poses little difficulty. Some
countries possess laws of general applicability against the unauthorized or illegal
use of another person’s property.” In other countries, however, the law, only
penalizes the use of specific types of property, such as automobiles,” or only
penalizes use where the victim has suffered a loss or inconvenience.” In some
countries the general offences of theft or conversion may be applicable where
the use of property amounts to a conversion. Yet, in many situations of
unauthorized computer use, the requisite intention to deprive the owner of
property (the computer) or of its exclusive use may not exist.

One advantage of criminalizing unauthorized use is that it attaches liability at
a stage prior to the actual causation of more serious types of harm. Given



the highly sensitive and critical uses to which computer systems can be
employed, the potential for the manifestation of actual harm is great. In fact,
in some respects the type of interests affected are similar to those inherent in
penal laws against trespass to real property. The delict could be characterized
as "computer trespass”. Along with interception or surveillance of computer
systems, this type of conduct may be the goal or limit of many so-called
"computer hackers" who are only interested in boosting their egos by meeting
the challenge of obtaining access to a system and taking an electronic
ambulation within its circuits.

If a nation chooses to penalize such conduct, various legal techniques exist.
One technique is the creation of general offences concerning unauthorized use
of property.” This, however, may not be a socially acceptable technique for
some countries. Alternatives include the extension of offences concerning
unauthorized use of telecommunication systems or the creation of specific
offences concerning unauthorized use of computer systems. The latter approach
has been adopted in Canada and, either proposed or adopted, at both the
federal and state levels in the United States of America.” Many of these
proposals or statutes use the term "access”, but the definitions of that term
which are employed in these proposals or statutes are not restricted to entry,
but essentially mean "use".

In designing sanctions for the unauthorized use of a computer system, a major
concern must be whether a society wishes to criminalize the mere authorized
use of a computer, especially since a computer can conceptually include not
only a large mainframe, but also certain wrist watches or microwave ovens.
The inclusion of a new offence of "unauthorized use" would require safeguards
to ensure that criminal sanctions only attach to those situations that are
regarded by society as involving moral turpitude. Moreover, criminal liability
should not attach to persons who, acting innocently, honestly believe that they
have authority to use a computer.

This concern to limit the scope of liability is reflected in the various definitions
of "computer" that exist in the statutes of a number of jurisdictions. Many of
these jurisdictions exclude such devices as pocket calculators,” "automated
typewriters or typesetters" and "routine personal, family or household"
computers.”  Nevertheless, these definitions of "computer" are still broad
enough to include certain wrist watches and even microwave ovens.
Furthermore, there is no functional difference between small business
computers, personal use computers and large mainframe computers.



A dilemma, therefore, arises in attempting to legislate in this area. If the
legislation is too specific it may be technologically or functionally limited in the
types of computers it protects. If the legislation is too general, it may penalize
any unauthorized use of a computer system, or punish persons who honestly
thought they had authority to use that system. For example, does a society
really wish to punish criminally a person who, with knowledge of his lack of
authority, enters a colleague’s office and uses that colleague’s desk-top
calculator or mini-computer? Surely, not. However, if the person’s use is not
simply for his own purpose, but is intended to destroy data, survey data or
change a calculation in a manner that could cause financial harm, the
application of the criminal law would probably be viewed as acceptable by
society.

In Canada, Parliament resolved the dilemma by inserting limits and safeguards
into the mens rea or mental element that is necessary to constitute the offence,
rather than into the definition of "computer system". While the definition of
"computer system" and the physical element of the offence are broad in scope,
the mental element is narrow. The mens rea has been defined so as to include
the concepts of "fraudulently", (that is, dishonestly) and lack of "colour of
right".” The concept of dishonestly imports that element of moral turpitude
that gives crimes their special character, distinct from other unauthorized
conduct. The addition of the concept "without a colour of right" addresses the
situation of the person who honestly, but erroneously, believes that he has the
authority to use the computer system in the manner in which he actually used

it.

Unlike the new offences of obtaining computer services or interception of a
computer function, additional safeguards have also been included in the new
offence of unauthorized use. In addition to the above requirements that the
conduct be dishonest and lack a colour of right, there is a further requirement
that the computer system be used with the intent to cause other types of
computer abuses or harm.” These include destruction of a computer system,
destruction or alteration of data, interference with the lawful use of a computer
system or data, or unauthorized obtaining of computer services or interception
of a function of a computer system. It would not be an offence to gain access
to or otherwise use a computer system without the further intent to cause the
types of harm specified.”

The mental elements vary among the three offences, because different interests
are being protected. The first offence, obtaining "computer services", protects
the same interests inherent in offences concerning theft of services; the second



offence, interception of a function of a computer system, protects privacy
interests; and, the third offence protects the right of exclusive use of one’s
property, and penalizes trespass with intent to misuse the property. Different
policy considerations apply to various types of delicts, necessitating appropriate
mental states of culpability. Somewhat similar approaches can also be found
in various American statutes, and in the proposals of the Scottish Law
Commission.”

Since, the new paragraph 342.1(1)(c) requires that there need only be an intent
to cause harm or other abuses through the use of a computer system, the
offence has the added benefit of not requiring the proof of actual harm, which
some of the other offences require. This may also have the advantage of
permitting a prosecution without requiring the complainant to publicly divulge
the details of what was altered, destroyed or intercepted, an important
consideration if the data is of a confidential nature. The mens rea requirement
that there exist a lack of colour of right on the part of the perpetrator may
have the added societal benefit of prompting employers, universities or other
owners of computer systems to set ethical guidelines for users with respect to
what is proper and improper conduct in respect of computer systems. An
honest, even though erroneous, belief in a right to use the computer system will
always negative culpability.

UNAUTHORIZED ACQUISITION, DISCLOSURE OR USE OF INFORMATION
AND DATA

The increasingly technological nature of society, the growth of new information
industries, and the need to remain competitive in the market place have made
misappropriation of information an attractive commercial alternative to the outlay
of expensive research and development costs to generate that information within
one’s own business. Solutions to the problem however, are not easy, and solutions
that are too restrictive can have counterproductive effects.

Earlier, we discussed the distinction between "information" and "data". Data is a
representation, in either tangible or intangible form of information or of some
concept. Information, on the other hand, is not a thing, but a process or relationship
that occurs between a person’s mind and some sort of stimulus. It is the
interpretation that an observer applies to the data. Even if there is only one
representation or set of representations (i.e. data), the interpretation (ie,
information) can be acquired, shared or possessed by more than one person. These
basic distinctions between the two concepts have profound implications on the



