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Did you know? Shift happens 2014







Old School



“The right to privacy implies not just
freedom from unreasonable search and
seizure, but also the ability to identify and

challenge such invasions, and to seek a
meaningful remedy.”

Abella J. quoting the Criminal Lawyers Association (Ontario) In R. v. Tse [2012] 1 SCR 531 [83].



What is a reasonable
expectation of privacy?
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Grandparent Selfies



MACLEANS

Study confirms Millennials
are “Generation Me”

Twenty-somethings value fame and money over
community

Twenge, J.M., Campbell, W.K. and E.C. Freeman (2012) ‘Generational Differences in Young Adults’ Life Goals,
Concern for Others, and Civic Orientation’, Journal of Personality and Social Psychology, v.105(5), 1045-
1062.
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Shawn Megira

i make youtube videos, sub to my
channel :) - business email:
shawn_megira@aol.com « vine- shawn

(- Joined January 2011

5 415 Photos and videos

TWEETS FOLLOWING FOLLOWERS FAVORITES

5620 2,253 15K 9,953 % Follow

Tweets Tweets & replies Photos & videos

Shawn Megira ¢

Goals

Ying, Loke Shi (2014), ‘Instafame: A Documentary About a Teen’s Relationship with Social Media Fame’, Sylvain Labs,
U.S., Accessed on October 10, 2014 from http://designtaxi.com/news/365153/Instafame-A-Documentary-About-A-
Teen-s-Relationship-With-Social-Media-Fame/?interstital_shown=1



#tcollaboration
##isharedexperience
H#connection
#validation
#itech-enhanced-reality



Cult of the Micro-Celebrity

Jessica Vanessa, Ex-Teaching
Assistant, Quits Job To Twerk
Professionally
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Wearable Technology

Integration of technology & real life experiences.






The lines between the public and
private are changing.
You[T)
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Public Privacy

“The third state of privacy, anonymity, occurs when
the individual is in public places or performing public
acts but still seeks, and finds, freedom from
identification and surveillance. He may be riding a
subway, attending a ball game, or walking the streets;
he is among people and knows that he is being
observed; but unless he is a well-known celebrity, he
does not expect to be personally identified and held
to the full rules of behaviour and role that would
operate if he were known to those observing him.”

See Weston, Alan F. (1967) Privacy and Freedom, New York: Athenum, p. 32.



The concept of Public
Privacy was used in both —

R. v. Wise, [1992] 1 SCR 527
*Electronic monitoring of vehicle
movements

R. v. Ward, 2012 ONCA 660
*Police recovering an IP address



Danzig shooting details appearing on Twitter

BY MARYAM SHAH TORONTO SUN

SDAY, JULY 18, 2012 06:42 PM EDT




WHICH ONE IS SPOOFEDZ

From: # Shawna Coxon <5hawna, Coxon @torontopolice.on.cax #| Shawna Coxon
To: | Ritesh Kotak ] # Ritesh Kotak
Co

Subject: Your Fired! Subject: Your Fired!

Ritesh, Ritesh,

Its been a pleasure and | hate to do this but as Donald Trump says, "YOU'RE FIRED"| Its been a pleasure and | hate to do this but as Donald Trump says, “YOU'RE FIRED"!

Shawna Coxon Shawna Coxaon

Staff Sergeant 7551 Staff Sergeant 7551

Operation Reboot

416-808-0914
shawna.coxon@torontopolice.on.ca

Operation Reboot
416-808-0914
shawna.coxon@torontopolice.on.ca




Received: from python2.prd.tps (148.117.599.215) by python8.prd.tps
{159.6.191.22) with Microscft SMTP Server (TLS) id 14.1.438.0; Mon, & May
2013 15:47:48 -0400

Received: from emkei.cz (46.167.245.118) by mail2.torontopolice.on.ca
{148.117.99.215) with Microsoft SMTP Server id 14.1.438.0; Mon, & May 2013
15:47:44 -0400

Received: by emkei.cz (Postfix, from yserid 33) id 452BD5BCL; Mon, & May
2013 21:47:44 +0200 (CEST)

To: <Ritesh. Ketak@torontopolice.on.ca>

Subject: Your Fired!

From: Shawna Coxon <Shawna.Coxon@torontopolice.on.ca>

X-Priority: 3 (Mormal)

Importance: Normal

Errors-To: Shawna Coxoni@torontopolice.on.ca

Reply-To: <Shawna.Coxon@torontopolice.on.ca>

Content-Type: text/plain; charset="utf-8"

Message-|D: <20130506194744. D492 DSECL @emkei.cz3

Date: Mon, &May 2013 21:47:44 +0200

MIME-Version: 1.0

Return-Path: Shawna.Coxon@torontopolice.on.ca
¥-M5-Exchange-Organization-PRD: torontopolice.on.ca

Received-5PF: PermError (python2 prd tps: domain of
Shawna.Coxon@torontopolice.on.ca used an invalid SPF mechanism)

X-MS5-Exchange-Organization-Antispam-Report:v=1.1

Received: from PYTHONS. prd.tps ([fe80:4d7 829203 cabh38]) by

python3.prd.tps ([fe20:;:3cde abhd:adfS:dab 736 18]) with mapi id 111.1]1.01133.000-,]
Maon, 6 May 2013 15:48:55 -0400

Content-Type: application/ms-tnef; name="winmazil .dat"
Content-Transfar-Encoding: binary

From: Shawna Coxon <5heswna.Coxon@torontopolice.on.ca>

To: Ritgsh Kotsk <Ritesh.Kotzk@torontopolice.on.cas

Subject: Ygur Fired!

Thresd-Topic: ¥gur Fired!

Threasd-Index: AcSKkeT40LyfLh1G5ymy+2 2BnmnSBgAAHmM 1gAAAUpuA=

Date: Mon, 6 May 2013 15:48:29-0400

hesszge-ID: <BBAAFECD2CECES458243093EE54063323181DA21 @python5.prd.tps*
References: <BEAAFBCD2CECES458 243093 EES4063323 181 DADS @ pythonS.prd.tps=
<BBAAFECDZ2CECES458243 D93 EER4063323181 DAL 3@ python5. prd tps>
In-Reply-To: <BBAAFBCDZCECEI458243093EES406332318 1DAL3@pythonS prd. tps=
Accept-Language: en-USs

Content-Language: en-Us

E-Mi5-Has-Attach:

E-ME-Exchange-Organization-5CL: -1

X-MS-TNEF-Correlstor: <BBAAFBCD2CECE9455243D93EE54063323181DA2 1@ python5 prd tps>

MIME-Version: 1.0
R-M5-Exchange-Organization-AuthSource: python3. prd.tps
R-M5-Exchange-Organization-AuthAs: Internsl
E-ME-Exchange-Organization-AuthMechanism: 04

¥-Originating-IP: [159.6.17.70]




Social Media Data Mining
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Geofencing

Vikage Vanguard
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Email Tracing / Relay






Silk Road

Canadians among top buyers and

sellers of illegal drugs online
Silk Road website uses an anonymity software to

conceal users’ identities

News1130 Staff/The Canadian Press August 15, 2012 3:20 pm
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What would you like?

Hire a hit-man

Purchase live organs (e.g. a kidney)
ldentity theft

Cyber-sabotage

Guns

Drugs
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— , Questions? Email Us At
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TheArmory@safe-mail.net

All Items Are Sold Through 100% Escrow With CopiScrow
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PC GAMER News Reviews Hardware BestOf |PC Magazine

Hacker group rains DDoS attacks
down on Battle.net, Sony Online

Entertainment and more

Shaun Prescott

'i Share on Facebook
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“Eternal vigilance will be required
to secure our fundamental rights,
including the right to personal
privacy in relation to all public
spaces, including those found
online and in other virtual
spaces.”

Cavoukian, A. (2013) ‘Surveilliance Then and Now: Securing Privacy in Public Spaces’,
Information and Privacy Commissioner, p.25.



Detective Sergeant Shawna Coxon
shawna.coxon@torontopolice.on.ca
W @ShawnaCoxon
@TPSShawnaCoxon
m Shawna Coxon
"= (416) 808-3514
(416) 725-7902
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