Emerging Issues:

Wearables!

David Fraser
CIAJ — Privacy in the age of information
15-17 October 2014, St. John’s
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 Whatis a wearable?
« What information are we talking about?
* Privacy and policy issues raised by wearables.
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What are wearables?

Electronic devices that you “wear” that are used
for communication, data creation/collection or

both.

Often have limited storage capabillities, so often
data Is stored in another device or with a
service provider.
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Different form factors — Watches




Different form factors - Watches
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Different form factors — cameras

| ooxcle

Camera

MCINNES
~ COOPER

AAAAAAAAAAAAAAA




Different form factors - cameras
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Different form factors — camera watch
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Fitness bands

FitBit
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Fitness bands

Nike
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Multi-function fithess wearables




Shoe sensors
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What data do they generate?
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What data? — Basis Band
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What data? — Basis Band

Activity Details
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What data? — Basis Band
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What data? — Google maps opt-in
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GPS + Heart rate monitor

So, my wife wore a heart rate monitor and GPS watch during Sex. 0.15 miles, new record. (.imgur.com)
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Privacy and policy issues
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Why? What’s driving this trend?

 Because you can ...
» “Quantified self’ —

— If you can’t measure it, you can’'t manage it

— Self-discovery, self-actualization

« Tendency to record everything in one’s life
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Zomg! Panic!
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 Disasters almost never
come to pass

the Casino entrance kodak flends have been
! very numerous during the week, snapping
pictures of the ladies coming out from the
tennis tournament.
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Google Glass Is Banned
On These.Premises COOPER
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Recent techno-panic

 Remember the panic about
camera phones ...

— In workplaces?

— In locker rooms and change
rooms?

e Did it come to pass?
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Office of the

Privacy Commissicnes
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News Release

Data protection authorities urge Google to
address Google Glass concerns

Ottawa, June 18, 2013 — Privacy Commissioner of Canada Jennifer Stoddart
and|36 of her provincial and international counterpartsjhave issued a joint letter
urging Google Inc. to respond to questions and concerns related to Google Glass,
the company’s new Internet-connected glasses.

"Google Glass raises significant privacy issues and it is disappointing that Google
has not engaged more meaningfully with data protection authorities about this
technology. We are urging Google to take part in a real dialogue with us about
Google Glass,” says Commissioner Stoddart.

The letter is as follows:

Mr. Larry Page

Chief Executive Officer
Google Inc.

1600 Amphitheatre Parkway
Mountain View, California
UsaA 94043

Dear Mr. Page:

LA s = varr it i e Fe osrmair me A=t memFosctlmam stidFheriFiescs Fo o rateo Al ieetl meme Frmrmm o

canada.ca

&
MNews

Year | 2014 v View
| FOVS——

Speeches

Year 2014 v View
| M|

UPCOMING EVENTS

/o

Media Relations

Contact:

-Mare [ n

Mon-journalists are invited to
contact our Information Centre.
Flease call

1-800-282-1376 (toll free) or
[819) 994-5444 and ask to speak

with an Information Officer.

Address:

30 Victoria Street
Gatineau, Quebec
k1A 1H3



e Calm down, take a deep breath

« Remember, our privacy laws are technology-
neutral and are intended to be applied to a
diversity of technologies

* (o back to first principles
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First principles ...

 What s really different?
« Subtract the new technology and think about

— What information is being collected?
— By whom?

— Under what circumstances?
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Privacy analysis

e Technologies are not subject to privacy laws ...
technologies and tools are neutral.

e Can be used for good or evil.

e Statutes ... Collected, used and/or disclosed In
the course of commercial activities

e Torts ... Intrusion upon seclusion ... “highly
offensive™?
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But ...

« Digital data trail — digital exhaust
« If it exists, it can be produced, discovered, etc.
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