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Wired Identities: Retention and Destruction of Personal Health Information
in an Electronic World
Elaine Gibson
In my view, self-identity is central to human existence…the essence of this discussion is that
privacy mechanisms define the limits and boundaries of the self. When the permeability of
those boundaries is under the control of a person, a sense of individuality develops. But it is not
the inclusion or exclusion of others that is vital to self-definition; it is the ability to regulate
contact when desired…Thus privacy mechanisms serve to help define me.1
Introduction
Our identities are to a significant degree both embedded in and shaped by personal information
concerning ourselves. Health information concerns arguably the most sensitive and intensely personal
aspects of ourselves, and thus is a fundamental aspect of identity. How we choose to be known or not
known, the health information we reveal or don’t reveal based on how we think others will identify or
‘label’ us, and the ways in which we reinvent ourselves over time are all powerful ways in which we
control aspects of our identity. The topic of retention has received considerable attention within
Canadian legislation and policies designed to ensure the protection of personal health information. The
flip side of retention, i.e. that of destruction, has received very little attention to date. Statutes and
policies mention destruction in passing, but its parameters and the reasons for requiring it have not
been supplied, and there has been a dearth of discussion at a conceptual level in the academic
literature. Yet the issue of destruction of personal information is of vital importance to the ability to
control the shaping of our identity.
The world is changing dramatically as information shifts to electronic form. The value of personal health
information has increased significantly in both monetary and non-monetary terms in recent decades.
And with the digitization of information, pragmatic aspects of indefinite retention become solveable.
There are a number of arguments that favour indefinite retention for the benefit of ourselves, our
offspring, and future society. However, it is the premise of this paper that, especially in light of the shift
to digitization, the need to protect privacy and confidentiality requires a greater emphasis on
destruction as an important aspect of the safeguarding of personal health information. This in turn, I
argue, is a necessary ingredient in the preservation of identity.
The first part of this paper briefly outlines the need for and importance of retention of personal health
information, followed by examination of the need for destruction. It then provides an overview of laws
and policies in Canada pertaining to retention and destruction of personal health information. This is
followed by a discussion of the impact of digitization and its profound alteration of the world of personal
health information. My analysis covers autonomy, information as a public good, inequality, and privacy
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as a social good. I then offer tentative proposed directions for setting destruction policies, developed
through the lens of identity.
The substance of this discussion is confined to physicians and surgeons, but suffice to say that the
various health professions have similarly vague and differing provisions in their governing legislation as
to retention and destruction.2 Also note that throughout this paper I am discussing personal health
information, i.e., information that is identifiable or potentially identifiable in combination with other
information. Information that is anonymized3 is not imbued with identical privacy concerns; however,
once information is truly anonymized, it loses much of its value.4 Genetic information presents a
particular conundrum in the context of anonymization in that it is unique to the individual and therefore
can never be truly anonymized.5 Furthermore, information considered to be anonymized can sometimes
be de-anonymized through electronic-information-savvy endeavours.6 As a last point, even if truly
anonymized, the information is still embedded with a remote yet discernable privacy aspect.7
For example, pharmacists in Canada have retention requirements ranging from 2 years (Pharmacy Act,
RSPEI 1988, c P-6.1, s 29(a)) to 15 years (New Brunswick College of Pharmacists, Regulations of the New
Brunswick College of Pharmacists (May 2014) at s 17.22(1), online: New Brunswick College of Pharmacists:
<http://www.nbpharmacists.ca/>), with no stated requirement in Nova Scotia.
2

See definition of anonymized information in Canadian Institutes of Health Research, Natural Sciences
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kept to allow future re-linkage, and risk of re-identification of individuals from remaining indirect
identifiers is low or very low”.
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DNA is itself uniquely identifiable (McGuire and Gibbs 2006a, 2006b). In 2004, Zhen Lin and
colleagues illustrated that access to just 30–80 statistically independent single nucleotide
polymorphisms (SNPs) was sufficient to uniquely identify an individual (Lin, Owen, and Altman
2004). Recently, Homer and colleagues demonstrated that an individual’s SNP profile could
potentially be identifiable even when it is aggregated with 1,000 or more other samples (Homer et
al. 2008).
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Retention and Destruction
Retention of personal health information is a positive undertaking for individuals and for society in a
number of ways. First, health professionals have an ethical obligation toward their patients to hold their
information in trust for an extended period of time.8 This obligation attempts to ensure that a historical
record of one’s health status, tests ordered, and treatments received is available for the subsequent
provision of care.9 Retention also enables review for purposes of billing, quality assurance, and
regulation.10 As well, records have become highly valuable to enable the conduct of research and
epidemiology or tracking of health and disease.11 The information may also be required for purposes of
litigation, and a substantial period of time may elapse before an injury that may be the cause of a
lawsuit comes to light or the full extent of the injury is revealed.12 Our present societal preoccupation
with genetic and social influences on our lives leads to claims of the need to know our family histories
and influences, including the health status of family members.13 Also there is archival significance in our
health records. These significant factors lean toward retention of information for as long as possible if
not in perpetuity.
Reasons for retention are manifest and plentiful. The justifications in favour of destruction are fewer in
number but nevertheless powerful. I will discuss two: cost and privacy. First, there is a cost to retaining
information in that it requires space – historically, with paper records, a great deal of space. Second are
issues of privacy and confidentiality.14 In a nutshell, the longer information is retained, the greater the
likelihood that it will be accessed by and/or disseminated to a range of individuals and organizations,
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and the possibility that it will be inappropriately used multiplies. This gives rise to acute privacy
concerns. And one’s assessment of the relative value of privacy implicitly informs one’s view as to the
nature and rigour of destruction requirements.
Late in the 19th century Warren and Brandeis published a foundational piece on privacy law.15 They
outlined what they viewed as then-modern incursions into one’s private life. The incursions that were
the subject of concern included ‘instantaneous cameras’, ‘numerous mechanical devices’, and the
widespread circulation of newspapers, the latter’s social gossip columns being seen as particularly
egregious. In response, they developed the concept of a nascent right to privacy, identified broadly as
the ‘right to be let alone’.
Warren and Brandeis published their article in 1890. A somewhat similar contemporary formulation is
the newly-established ‘right to be forgotten’.16 The European Court earlier this year determined that
there is value in being able to choose not to have personal information available to others in
perpetuity.17
The ability to control the shaping of our identity in significant respects, including the right to be let
alone, the right to be forgotten, and other significant aspects of the right to privacy and confidentiality
militate against the retention of personal health information indefinitely or in perpetuity. And
destruction is the sole guaranteed method of preventing a breach of confidentiality.
Laws and Policies
The federal government first enacted legislation with the aim of ensuring the protection of information
held by public institutions, and the provinces followed suit. Private sector legislation has since been
enacted at both the federal and provincial levels regulating either personal health information
specifically or personal information more broadly. The legislation provides for the retention of
information but, as we shall see, contains little guidance on the need for destruction of health records.
The remainder of this discussion focusses on private sector legislation and policies.
Physicians and surgeons in private practice in Canada fall under the auspices of the federal Personal
Information Protection and Electronic Documents Act (PIPEDA) by virtue of their engagement in
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commercial activity.18 Physicians and surgeons are also19 subject to provincial legislation that has been
enacted to regulate private sector information, either healthcare-specific or private-sector information
more broadly, in all jurisdictions with the exception of P.E.I. and the territories.20
Schedule 1 Principle 5 of PIPEDA indicates that information is to be retained only for so long as is
necessary to fulfil the purposes for which it was collected,21 following which it is to be “destroyed,
erased, or made anonymous”.22 Organizations are responsible for the development of guidelines and
procedures for retention and destruction.23 Note that these provisions within PIPEDA are ambiguous
and contain no suggested time frames. Instead of providing clear guidance in the legislation and
regulations, decision-making as to how to operationalize the responsibilities of retention and
destruction is downloaded to individual organizations.
Provincial legislatures have adopted varying requirements and approaches to retention and destruction.
Most provincial information legislation in Canada either authorizes the making of regulations concerning
retention24 or mandates that organizations are to develop policies and implement procedures.25 Thus,
Commercial activity is defined in the Act as “any particular transaction, act or conduct or any regular
course of conduct that is of a commercial character, including the selling, bartering or leasing of donor,
membership or other fundraising lists”: SC 2000, c 5, s 2(1) [PIPEDA]. Note that hospitals are
presumptively excluded from PIPEDA: Canada, Industry Canada, PIPEDA Awareness Raising Tools
(PARTs) Initiative for the Health Sector: Questions & Answers, at 1, online: Industry Canada
<https://www.ic.gc.ca/eic/site/ecic-ceac.nsf/vwapj/PARTS_QandA-e.pdf/$FILE/PARTS_QandAe.pdf>.
18
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similarly to in PIPEDA, primary responsibility is shifted from the provincial government level to the
organizations themselves. I will first discuss regulations/policies concerning retention and then
destruction.
a) Retention
Each province has legislation establishing a governing College for physicians and surgeons, and every
College has provisions requiring the retention of records. The basic time period for mandated retention
ranges from 5 years from date of last entry in Quebec26 through 6 in Saskatchewan27 to 10 in most
provinces.28 British Columbia is the clear outlier, having increased its requirements in 2014 from 5 to 16
years.29 These periods are increased for minors, for whom varying additional times are added for
retention, ranging from 2 years past age of majority in Alberta and Saskatchewan30 to 16 additional
years past age of majority in British Columbia.31 Quebec has no requirement for additional retention in
case of minors. The rationale for this high degree of variance from province to province is unclear other
than the fact that retention needs to at minimum mirror limitation periods for bringing civil action,
which also differ between provinces. Note that these retention periods are identified as minimums; by

Regulation Respecting Records, Places of Practice and the Cessation of Practice by a Physician, RRQ, c
M-9, r 20.3, s 12.
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College of Physicians & Surgeons of Saskatchewan, Bylaw 23.1 Medical Records, s (f), online: College of
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&
Surgeons
of
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Scotia, Guidelines for Medical Record-Keeping, (6 June 2008) at s 8.1, online: College of Physicians &
Surgeons of Nova Scotia <http://www.cpsns.ns.ca/portals/0/guidelines-policies/2008-medicalrecord.pdf>.
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of Physicians and Surgeons of British Columbia <https://www.cpsbc.ca/files/pdf/HPA-Bylaws.pdf>.
29

College of Physicians & Surgeons of Alberta, Administration of Practice: Patient Records (3 April 2014)
at s 9, online: College of Physicians & Surgeons of Alberta: <http://www.cpsa.ab.ca/Libraries/standardsof-practice/patient-records.pdf?sfvrsn=2>; College of Physicians and Surgeons of Saskatchewan, Bylaw
23.1 Medical Records, at (f), online: College of Physicians and Surgeons of Saskatchewan
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inference, unless there is a specified requirement for destruction following the retention period, the
information may be held for a longer period of time.32
This variability in guidance may simply reflect confusion, or it may be seen to reflect differing
conceptions of privacy informing the legislature or organization. The extending of minimum retention
periods is clearly and understandably driven by the need for evidence in case of an eventual civil claim.
However, the fact that this extension is justifiable does not in turn provide justification for a lack of
specificity in the eventual need for destruction.
b) Destruction
Despite wide variation and ambiguity, at least the requirements for retention are addressed in every
jurisdiction, unlike for destruction. Most of the Colleges of Physicians and Surgeons outline the required
methods for destruction if the records are being destroyed. However, in terms of whether destruction is
actually required in and of itself, requirements of the various Colleges vary widely. The Colleges of
Physicians and Surgeons in Alberta33 and Saskatchewan34 have no provisions concerning destruction.
New Brunswick, Ontario, and Quebec provide that information ‘may’ be destroyed; there is no
requirement for destruction. Manitoba’s legislation35 refers physicians over to the Personal Health
Information Act, which states: “A trustee shall establish a written policy concerning the retention and
destruction of personal health information and shall comply with that policy.”36 Thus, trustees of
information are to develop their own policies.
The College in Prince Edward Island indicates that “(p)aper records no longer needing to be maintained
should be destroyed by burning or shredding…electronic records are to be erased and physically

The Canadian Medical Association (the primary national advocacy organization for physicians) states in
its Principles for the Protection of Patients’ Personal Health Information Policy (2011) that information
should be retained “…at least for the period required by the provincial or territorial regulatory authority
(College) or by any applicable legislation. It may be necessary to maintain personal health information
beyond the applicable period where there is a pending or anticipated legal proceeding related to the care
provided to the patient.” See Canadian Medical Association, Principles for the Protection of Patients’
Personal Health Information (2011) at 4, online: Canadian Medical Association
<http://policybase.cma.ca/dbtw-wpd/Policypdf/PD11-03.pdf>.
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The College of Physicians & Surgeons of Manitoba, By-law #1, (1 December 2008), online: The College of
Physicians & Surgeons of Manitoba <http://cpsm.mb.ca/cjj39alckF30a/wp-content/uploads/By-Law1.pdf>.
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Personal Health Information Act, CCSM c P33.5, s 17(1).
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destroyed.”37 This provision could be interpreted either as a requirement for destruction or as simply
mandating that if records are to be destroyed, one must follow the stated methods.
Legislative provisions, bylaws and policies in Nova Scotia, British Columbia, and Newfoundland and
Labrador contain the strongest and least ambiguous requirements for destruction. Nova Scotia’s College
policy merely indicates that “When the obligation to store medical records comes to an end, the records
should be destroyed in a way that is in keeping with the obligation of maintaining confidentiality.”38
However, this requirement is buttressed by a provision in the Personal Health Information Act, which
provides as follows:
49(2) At the expiry of the relevant retention period, personal health information that is no
longer required to fulfil the purposes identified in the retention schedule must be securely
destroyed, erased or de-identified.39
The British Columbia Personal Information Protection Act states:
An organization must destroy its documents containing personal information, or remove the
means by which the personal information can be associated with particular individuals, as soon
as it is reasonable to assume that
(a) the purpose for which that personal information was collected is no longer being served by
retention of the personal information, and
(b) retention is no longer necessary for legal or business purposes.40
And a bylaw under Newfoundland and Labrador’s Medical Act is clear in its requirement:
Following the applicable period of retention…, medical records which are not required to be
retained in accordance with this By-Law must be destroyed in such a way that reconstruction of
the record is not reasonably foreseeable in the circumstances.41

The College of Physicians and Surgeons of Prince Edward Island, The Application of the Principles of
Privacy, “Destruction of Records”, online: The College of Physicians and Surgeons of Prince Edward Island
<http://cpspei.ca/wp-content/uploads/2013/11/Privacy-Principles-P-Apr-2004.pdf>.
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College of Physicians & Surgeons of Nova Scotia, Guidelines for Medical Record-Keeping, (6 June 2008),
online: College of Physicians & Surgeons of Nova Scotia <http://www.cpsns.ns.ca/portals/0/guidelinespolicies/2008-medical-record.pdf>.
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The Canadian Medical Association simply indicates that disposal should be in a safe and secure manner;
it does not address the topic of need for destruction.42 The Canadian Medical Protective Association
advises its members that “Once the retention period has expired, records should be destroyed in a
manner that maintains confidentiality.”43
As the preceding discussion illustrates, provisions in the various provinces regarding destruction differ
markedly. Only three provinces have a clear and unambiguous provision which mandates destruction of
records. Others use language such as ‘should’ or ‘may’, or leave responsibility to organizations to
develop a policy, or are completely silent as to the need for destruction. The main guidance provided in
most provinces is how to destroy if destroying, not whether destruction is required, and even less often,
the legislation addresses when to destroy. It may be concluded that legislative provisions and guidance
by regulatory bodies and advocacy organizations regarding the obligations of retention and destruction
of personal health information are problematically vague.
When this legislation was being drafted, the preoccupation was with retention. This was due to the fact
that organizations wished to get rid of personal information as soon as possible due to space and weight
limitations, and destruction was not remotely the primary focus. Rather, the legislators sought to ensure
that records were retained for a suitably lengthy period of time for the purposes for which they had
been collected. The need for and specifics as to how to meet the obligation of destruction have not
received sufficient attention by legislators or regulatory authorities. The recent and ongoing shift to the
digitization of information presents a number of challenges to meeting the obligations of retention and
destruction that need to be addressed.
Import of the Digitization of Health Information
I have identified that relevant legislative provisions and policies are deficient due to vagueness,
inconsistency, and sheer lack of guidance regarding the retention and destruction of health information.
These deficiencies increase in significance when information is rendered electronic due to the enhanced
value of the information itself, and also due to the complexities in attempting to ensure destruction.
Historically, health information was collected and stored on paper in manila folders in the context of
healthcare delivery in order to ensure quality patient care and for billing purposes. Paper charts had a
range of limitations, one of which was the volume of storage space required to retain them. The sheer
weight and volume of paper-based records resulted in destruction being a necessary part of running a
health-care service. These records also had a form of built-in confidentiality protection in that they
were stored in what Nicolas Terry refers to as “innumerable data silos”44, presumably by virtue of the
fact that files needed to be kept in close physical proximity to the care provider or other institution.
Canadian Medical Association, Principles for the Protection of Patients’ Personal Health Information
(2011) at s 12, online: Canadian Medical Association <http://policybase.cma.ca/dbtwwpd/Policypdf/PD11-03.pdf>.
42

Canadian Medical Protective Association, A Matter of Records: Retention and Transfer of Clinical
Records (rev June 2013), “storage and disposal”, online: Canadian Medical Protective Association
<https://www.cmpa-acpm.ca>.
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But the storage of personal health information has gradually been transformed from paper-based to
electronic medical records (EMRs).45 Governments in Canada crave information as they grapple with
burgeoning healthcare expenditures. A primary mechanism for controlling budgets is to base decisionmaking on solid evidence so as to increase efficiencies. This need for evidence results in strong and
intensifying demands for information for purposes of research, planning, and evaluation of health care
services and systems.46 Thus, the federal government has invested $2.1 billion since 2001 through
Canada Health Infoway47 to facilitate the development and adoption of electronic health records in
healthcare facilities, pharmacy networks, and physician offices. A majority of physicians’ offices in
Canada now use EMRs as part of their practice.48
This signals a shift in the very nature of health information. First, vast quantities of information are being
created and stored. The problems with retention due to physical storage limitations are virtually absent.
One 8 GB flash drive, for instance, can store 160,000 word-document-type pages’ worth of
information.49 In the year 2000, storage costs had dropped to approximately $0.01 per megabyte,50
which was 1/50,000th the amount they had been in 1980. By 2008, the cost was $0.0001.51 Thus, the
primary motivation of the custodian of information to destroy it, i.e. the need to gain space, is greatly
diminished. Data can be retained forever in theory; as Bennett et al. identify, “…it is just easier to retain

Health Learning: Creating and Protecting a Public Good: Workshop Summary (Washington, U.S.:
National Academies Press, 2010) at 159.
The EMR has been defined by the Canadian Medical Association as an electronic version of the paper
record, which may be part of an office-based system or a broad integrated network. See Canadian Medical
Association, Principles for the Protection of Patients’ Personal Health Information (2011) at 5, online:
Canadian Medical Association <http://policybase.cma.ca/dbtw-wpd/Policypdf/PD11-03.pdf>.
45

Commission on the Future of Health Care in Canada, Building on Values: The Future of Health Care in
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data than to get rid of it.”52 Indeed, it is argued by Viktor Mayer-Schonberger that the very act of
deciding whether to retain or delete information has become more expensive than simply retaining it.53
Second, the information has transmorphed from something primarily or exclusively for patient care to
something of high value for other purposes. The electronic era has veritably exploded the possibilities
for uses of personal health information, ushering in a new currency in the information itself, both
figuratively and in financial terms. The collection of information in databases, combined with the ability
to merge various databases, results in a range of possibilities for exploitation of electronic information
for secondary purposes. To take one example, a database of information concerning women recipients
of social assistance may be matched with a database containing children’s medical records in order to
examine whether children born to mothers on social assistance have relatively poor health outcomes. In
this way the identities of these women and children in society are powerfully shaped based on the
findings of the research. Another example is the purchase by pharmaceutical corporations of
information as to prescriptions issued to patients in order to target marketing to particular physicians
based on their prescribing patterns. These are illustrations of this newfound ‘currency’ in health
information.
EMRs may be compatible with and integrated into broader networks of interoperable (i.e., regional or
provincial) electronic health record (EHR) systems. EHR systems have incredibly rich potential in that the
information contained therein can be used to enhance the quality of patient care (multiple points of
access to diagnosis and care information, for instance); also the information may be mined for purposes
of research,54 surveillance, audit, planning, and evaluation of health care services and systems. Further,
the actual financial value of health information may be illustrated by the Icelandic government’s sale of
access to its health sector database to a corporation called deCODE. The contract provided for payments
of between $950,000 and $1,900,000 per year.55
Authors Blanchette and Johnson analyze the shift to electronic information in the contexts of
bankruptcy law, young offender records, and credit reports. They identify primary reasons that in their
Colin J Bennett, Christopher Parsons & Adam Molnar, “Chapter 3: Forgetting, Non-Forgetting and Quasi
Forgetting in Social Networking: Canadian Policy and Corporate Practice” in S Gutwirth et al, eds,
Reloading Data Protection (Springer Science and Business Media, 2014) at 41. For a more fulsome
exploration of this topic, see Viktor Mayer-Schonberger, Delete: The Virtue of Forgetting in the Digital Age
(Princeton: Princeton University Press, 2009).
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view head American society toward what they refer to as a ‘panoptic society’.56 First, the quantity of
data being collected has mushroomed. Indeed, Science Daily reported in 2013 that half of the world’s
data had been generated in the previous two years,57 and one organization has estimated a growth rate
of approximately 30 percent per year in the global accumulation of information.58 Second, the
granularity of the information being collected has greatly increased such that its value is greatly
enhanced. Third, the information can be aggregated with other databases and types of information such
that it provides “a much finer resolution of the digital persona than each [piece of information] can by
itself.”59 When these factors – quantity, granularity, and the ability to cross-correlate or aggregate – are
combined, there is high predictive power in the information generated. Mayer-Schonberger would add
to this list the assets of easy retrieval60 and global accessibility.61 Blanchette and Johnson indicate that
there is much excitement about the potential for this information to be used as an asset, and little
concern at present as to the harmful effects that can result from data retention – hence the prediction
of a panoptic, or ‘all-seeing’, society.
Provincial governments in Canada hold a cornucopia of health information in comparison to most other
jurisdictions due to our publicly-funded healthcare system. 62 Information has been collected and
collated by the provinces for billing and other administrative purposes in electronic format for at least
forty years.63 Consider trying to garner parallel information in a country like the U.S. with its widely
disparate range of healthcare providers in the private and public sectors. This means that provincial-
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government-held personal health information is rich in value in comparison to most jurisdictions outside
of Canada.
There are heightened privacy risks associated with electronic information. EHRs can provide superior
privacy protection in a number of respects, including the ability to trace all employees who have
accessed one’s health record. However, the fact that they can be accessed from multiple points,
conveyed virtually instantaneously to many parts of the world, and carried on one’s person in a flash
drive or hard drive, renders them highly amenable to sharing in various contexts. This, combined with
the fact that millions of pieces of information can be combined, leads to the risk of massive breaches of
confidentiality as compared to when information existed in paper files. As just one egregious recent
example, in July 2013, the theft of 4 unencrypted computers at a US facility led to the compromise of
the personal health information of over 4 million people.64 The fact that information is stored in EHRs
leads to substantially heightened risk of broad breaches of confidentiality.
Risks to privacy are further heightened by technical obstacles to destruction of EMRs. Depending on the
software used, the information often rests with a third party vendor.65 This means that, unless covered
in a contract between the healthcare provider and the vendor, the healthcare provider may lose control
of for how long, and how, the data is to be retained or destroyed. Also EMRs must be backed up on a
regular basis, usually off-site.66 Consider a system that backs up daily or weekly – there may be dozens
or even hundreds of copies of the information in existence. As former federal Privacy Commissioner
Jennifer Stoddart stated in the context of online information:
Once personal information goes online, it may be difficult to delete. While you may be able to
delete it in one place, there may be cached versions or copies stored elsewhere that you cannot
control. Digital storage is cheap and computer memory is plentiful – and unlike people, the Net
never forgets.67
The physical ability to destroy the information is also problematic. Deletion of the EMR does not actually
destroy the data; it merely removes it from the graphical user interface (essentially, the way we view
the information). A joint report by Ann Kavoukian, then Privacy Commissioner for Ontario, and the
National Association for Information Destruction, Inc., suggests the following as sole proven methods for
destruction of electronic information:
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The method of destruction for electronic media includes mechanical destruction to render it
unusable, degaussing, and sanitization (including secure erase), and should involve removing all
labels or markings that indicate previous use. Simply deleting computer files or reformatting a
disk does not securely destroy the data because even deleted files may be subject to data recovery
efforts.
For all personal hand-held computing or processing devices (such as PDAs and mobile
phones) storing sensitive contact information, calendars, documents, e-mail correspondence and
other information, methods of destruction may include mechanical destruction of the entire unit,
or destruction of the replaceable memory circuits or card so that the device can be redeployed
with a new memory component. 68
A further challenge regarding destruction is that different records on the drive will carry different time
frames for retention, and so the destruction dates will correspondingly be variable. If the hard drive is
destroyed at the earliest date of expiry of an EMR’s retention period, data that needs to be retained will
also be destroyed. If it is destroyed at the latest date, other EMRs are de facto being retained too long.
The fact that more and more personal information is in the form of EMRs does not alter the historical
obligations of retention and destruction; the obligations persist, but a physician who attempts to honour
them is greatly challenged by these developments.69 The risks associated with EHRs are viewed as
sufficiently high by the Canadian Medical Association that it has taken the remarkable step of instructing
physicians to advise their patients that they cannot control access nor guarantee confidentiality of
information once it is part of such a system.70
B.C. Privacy Commissioner Elizabeth Denham referred to the need for greater privacy protections in the
context of developments in information technologies as follows:
The public expects there to be adequate safeguards to protect personal information, both in
the delivery of health care and research using health data. Advances in information technology
necessitate a much more comprehensive approach to privacy and security risk management
than ever before.71
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Specifically, the need for destruction was addressed in a privacy impact assessment conducted on the
Canada Health Infoway (CHI) blueprint for EHRs.72 The CHI blueprint had referred to a need for indefinite
retention at times. The assessment critiqued this suggestion on the basis of this violating the privacy
principle of limiting retention and at times Canadian laws, and CHI in its response agreed to remove this
statement from its blueprint.73
It may be seen that the failure of legislation to adequately address the topic of destruction of personal
health information has not been of major import over the years. However, its rapid and increasing
digitization has created a firestorm of problems with privacy that lead to the question of determining
how this problem should best be addressed. In the following section I seek to answer this question.
Analysis
[I]n this debate (as to whether clinical data is a public good or private property) the legal system
is neither a spectator nor an independent actor. Legal models enter the equation because they
reflect and so perpetuate the intended or perceived current state of public policy.74
Thus far in this paper I have outlined the basic arguments for the competing forces of retention and
destruction and reviewed present laws and policies. I then examined the move to digitization of
personal health information, and posited its creating a tremendous shift in the ability to retain
information indefinitely, as well as greatly enhancing the worth of the information itself. Privacy
concerns are thereby heightened. This gives rise to the question of whether greater attention needs to
be paid to the need for destruction of information. The quote by Nicolas Terry that opens this section of
the paper suggests that law may be seen to reflect and perpetuate public policy. If this is so, should laws
and policies be changed to reflect these developments? And what framework should be applied to
provide guidance in attempting to answer this question?
Perhaps the most prominent line of debate in the area of health information is between those who
argue that autonomy of the individual is foremost and requires respect for individual choice,75 and those
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who argue that information is a collective asset and should be used for the public good.76 These
viewpoints contrast sharply and don’t leave much room for common ground.77 Following an analysis of
the limitations of the individual choice/public good debate, I will briefly explore what an equality-based
analysis adds to an understanding of the value of privacy in the context of personal health information.
The final section analyzes privacy as a public good, and ends with some suggestions for reform.

Autonomy
A fundamental tenet of our legal system is respect for autonomy of the individual. This respect is
manifested in recent years in Canada primarily in jurisprudence under s. 7 of the Charter of Rights and
Freedoms.78 Based squarely in liberalism, it attempts to ensure that the individual is able to exercise free
will in choosing his/her destiny, and specifically in having her or his privacy respected. The necessary
implication is that individuals should be able to control the use and retention of their personal
information to the extent possible.
One concept that might be considered part of a liberal framework is that of data as property. Much of
the American analysis of data revolves around who owns – and who should own - the information. This
frame of reference implicitly sets up contesting claims on the part of the individual who is the source of
the information and others who claim an entitlement to at minimum possess the information by virtue
of its having been passed on to them, or somehow surrendered, or through interpretation of the
relevant legislation. Viewing information through a property lens leads to conceptualization of the
ensuing rights as including the ability to exclude others from accessing it, to trade in such information,
and to profit from its use.
Autonomy is of fundamental importance, but there are two basic problems with its realization in the
area of health information. First, the information is inevitably conveyed to others in the course of
seeking health care services. Once this happens, the only mechanism that might ensure respect for
autonomy is if the individual consents to subsequent uses. However, there is growing consensus that
consent does not function adequately for a range of reasons, including the following: It does not apply
when we are incompetent; it is inoperative when it comes to issues of public health, wherein societal
needs take precedence; it cannot include third-party information conveyed by an individual because
getting consent of the third party is impractical; and it is frequently given under circumstances of duress
See, for example, Don E Detmer and Elaine B Steen, “Shoring up Protection of Personal Health Data”
(Summer 1996) Issues in Science and Technology 73.
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or weakness.79 The second problem is that we have little actual ‘control’ of our information in a number
of significant ways. Legislation, common law and policies grant custodians the opportunity to engage in
a wide range of uses without consent.80 In some circumstances, the individual can explicitly opt out of its
use, but the ability to do so is infrequent. More importantly, the individual is generally unaware of the
range of uses nor of the ability to opt out. Therefore the individual does not control uses of information
in any meaningful sense.
Clearly autonomy is important but in significant respects not actualisable, and therefore is inadequate as
a complete frame of reference for the safeguarding of personal health information.
Public Good
Health information is often argued as constituting a public good for two principal reasons. First is that
there are major benefits in pooling information and making it available for a range of uses.81 This
See Onora O’Neill, “Some Limits of Informed Consent” (2003) 29.1 J of Med Ethics 4; Neil C Manson &
Onora O’Neill, Rethinking Informed Consent in Bioethics (Cambridge: Cambridge University Press, 2007).
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Data as the Basic Staple of Health Learning: Creating and Protecting a Public Good: Workshop Summary
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argument conforms closely to the spirit of communitarianism in that it priorizes the public good over the
individual right over the uses that should be made of one’s information.82 A second argument is that
health information is collected and/or rendered useful in electronic form by virtue of government
funding; thus, we all contribute to the health care system by virtue of payment of taxes, and are entitled
to reap the benefits of public use of information collected by the system.83 While the latter argument
has been made primarily in the American context, it may be all the more salient in Canada given the
universal coverage of basic physician and hospital services through our health care system.
This model is not without its detractors. Amitai Etzioni, generally a champion of communitarian
values/approaches, posits that health care information is exceptional in that it is the most highly
personal and intimate of all information, and also may be used to discriminate against individuals, thus
shaping their identities in problematic ways. 84 He is particularly concerned that the electronicization of
information has given rise to major and multiple breaches of confidentiality.85 Therefore he argues in
favour of enhanced privacy protections vis-à-vis health information in contrast to other types of
information.
Further, not all uses of information serve the public good. It is questionable whether the public good is a
generic and readily-definable concept. For instance, who gets to decide whether something is in the
public good? Is it in the public good for a particular drug to be developed? Does it matter if the
pharmaceutical corporation stands to make a substantial profit from it? Does it matter if they have
acted in violation of laws in their activities?86
It can be seen that neither the autonomy nor the communitarian/public good perspective provides a
complete answer. The individual choice/public good debate is further problematized when viewed
through an equality analysis. The risks of a violation of privacy may be heightened for, and one’s access
to privacy and confidentiality may be dependent upon, one’s status in society. Privacy may be
experienced differently by persons from disabled, racialized, and otherwise socially and economically
marginalized groups. Any discussion as to solutions must include an analysis of the dynamic of equality.
Inequality
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The sensitivity of personal health information varies with its nature and context. For example, the fact
that an individual is myopic (near-sighted) may not be experienced as sensitive by most, but if one seeks
certain types of employment, e.g. with a police force, it may be highly sensitive if it prevents entry to the
profession. More importantly, the disclosure of information that may not be of high sensitivity to an
upper-class or middle-class individual can have a devastating impact if one lives in poverty; for example,
it may result in the intervention of child protective services.
Genetic information presents particular problems. Marsha Hanen identifies the problematic impact of
probabilistic genetic disease predisposition in the contexts of employment and insurance, areas in which
knowledge of the predisposition can result in discriminatory treatment.87 Karen Eltis examines the use of
genetic predisposition research to draw inaccurate, distorted, and stereotyped conclusions about
members of ethnic and racial minorities on the basis of intelligence.88
One’s access to privacy and confidentiality is also dependent upon one’s status in society. Catherine
Frazee et al. conducted a series of focus groups with disabled women in Ontario to examine issues of
privacy and confidentiality when accessing health care services.89 They found that, in the experience of
women with disabilities, confidentiality is routinely denied in comparison to the able-bodied. They
further explore the fact that disabled women disproportionately receive social assistance and other
forms of government income support. A requirement of these programs is the gathering of health care
information devoid of treatment of the individual; in other words, the physician or other health care
provider is in effect an agent of the state and not of the patient. Women recipients surveyed indicated
that they feel constantly scrutinized, even by their own physicians, and the confidential nature of their
relationship is seriously undermined by the need of the physician to report to government agencies.
Thus, poverty, gender and disability intersect to deny these women– some of the most economically
disadvantaged members of Canadian society - the level of confidentiality that those with greater
privilege take for granted.
It may be seen that the collection, use and disclosure of health information has varying impact
depending on one’s position in society. Those most disadvantaged have the least control over the
shaping of their identities and are most likely to experience adversely the effects of inappropriate – or
even legitimate - uses of their information. And, as outlined above, the longer the information is
retained, the more likely it will indeed be used in a way that impacts adversely on the person or group.

Privacy as a Social Good
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There is a line of argument that says: we need not set up this sharp dichotomy between privacy on the
one hand, and social utility of uses of information on the other. Rather, we need to appreciate privacy
itself as a public good - as something that we as a society cherish. This theory does not take issue with
the communitarian conceptualization that information is a public good, but posits that so too is privacy
a social good.90
The concept of privacy as a social good takes us into the nascent area of emerging law being referred to
as the ‘right to be forgotten’. In May 2014 the European Court ordered that Google remove from its
search engine information concerning an auction notice on the complainant’s repossessed home from
many years prior.91 This has led to a fair amount of discussion as to whether it is ever appropriate for
personal information to no longer be available, with a range of views expressed.92
Blanchette and Johnson analyze the impact of long-term data retention in three domains – bankruptcy,
young offenders, and credit reports.93 They review the increasing trend to priorize data retention over
destruction in these domains. In this context, they argue in favour of the social benefits of forgetfulness,
of the ability for a person to have a fresh start in life – in other words, to shape and reshape one’s
identity over time. There is a benefit in being able to shed one’s past that is rendered impossible with
long-term retention of data. Arguments for destruction of data in these domains in particular – of
special interest to socio-economically marginalized groups – also takes account of an equality analysis.
Mayer-Schonberger provides a stark example of the dangers in collecting and retaining information in
the Netherlands in the 1930s.94 A citizen registry had been created in order to facilitate administrative
functioning and welfare planning. When the Nazis invaded, they confiscated the registry and had the
ability to identify citizens of Jewish and Gypsy origin. This resulted in much higher rates of targeting
these particular populations for attempted eradication than in most other European Nazi-controlled
countries. Even the Jewish refugee population in the Netherlands fared better than citizens by virtue of
the former’s non-inclusion in the registry. What commenced as a beneficent endeavour toward Dutch
citizens – the creation of the registry – became a malevolent force after the passage of a period of years.
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This is an example of group harm caused by retention of information. A Canadian example of potential
individual harm has led to a decision to destroy vast quantities of personal information, including much
health information, in the context of Aboriginal residential school survivors.95 Under the Indian
Residential Schools Settlement Agreement, an Independent Assessment Process (IAP) was established to
provide compensation for abuse suffered by survivors of the school system. The Truth and
Reconciliation Commission (TRC) was also established to establish a historical record of the treatment of
Aboriginal children at church-run residential schools and to ensure that this record is made available to
the Canadian public. In accordance with the IAP, compensation applicants provided documentation and
oral evidence of the veracity of their claims. Health information was a substantial component of this
evidence. The TRC sought to archive the evidence for posterity in a national research centre:
For its part, the TRC submits that the IAP Documents are the single-most comprehensive
collection of documents that evidence the harms suffered by residential school survivors. The
TRC submits that the IAP Documents contain a unique aggregation of items, which taken as a
whole provide the most comprehensive understanding of the abuses that took place in the
Indian Residential School system. The TRC and the NCTR [National Centre for Truth and
Reconciliation] submit that the IAP Documents are essential to the creation of “as complete an
historical record as possible of the IRS system and legacy.”96
In contrast, IAP chief adjudicator Dan Shapiro argued on behalf of the IAP in Ontario Superior Court that
the archiving of these records would breach the confidentiality of the survivors’ information, which had
been provided for purposes of claims adjudication and not for purposes of the TRC. Justice Perell ruled
in August 2014 that, subject to individual consent, the records should be destroyed after a period of
fifteen years from the date of conclusion of the adjudication process. In the interim, claimants are to be
given the option of consenting to the retention and archiving of their redacted records, failing which the
records are to be destroyed.
The case serves as an interesting example on a number of levels. First, it directly pits individual privacy
as against the perceived public good in having the information available in perpetuity. Second, it
engages a question of equality in light of the concepts of group privacy and potential group harms – is it
better for Aboriginal groups to have the information retained so that the best documentation of the
devastating legacy of the schools is readily available? This question is answered by Justice Perell
essentially in individual choice and consent terms as follows: It’s up to the individual claimants to make
their own decisions in this regard by giving their consent should they so choose; no-one else can or
should make the decision for them. Third, it is an affirmation of the importance of forgetting – the
societal interest in retention of the information is overshadowed by the right of individuals to walk away
from their past, at least to a limited extent.
What does all this have to do with identity? One could argue that retaining information indefinitely or in
perpetuity preserves our identities. That’s an attractive but superficial formulation. Our health
information can be interpreted and used by others in shaping their sense of our identity in ways that we
don’t find desirable. This in turn shapes our own sense of our identity. If we have control of the
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information we can control this shaping of identity; but to the extent that this takes place outside of our
control, it can be problematic and indeed destructive. In a multitude of ways we have already lost
control of decision-making surrounding our personal health information. And it’s not likely that we will
regain control, especially in this electronic era. Yet our identities are very much shaped by our ability to
control information about ourselves and to whom such information is released.
It is my contention that a multi-faceted approach is required. In the first instance, it is important that we
retain control over our information to the extent possible. The decision on Aboriginal residential school
claimants was brilliant in this way – it gave control back to the claimants to make their own choices.
But to the extent that control is not possible, the analysis needs to go further. A granular approach to
retention is required that should be based on the type of information, reason for collection, intended
use or uses, and risks of disclosure. There is no one-size-fits-all solution. For example, retention in order
to conduct public health surveillance or epidemiological research serves a high value to society, and so
retaining the information for these purposes would certainly deserve a relatively high degree of
tolerance as compared to retention of information as a general default. One must also look to the
sensitivity of the information should inappropriate disclosure occur, as well as the level of risk in the way
that the information is stored – this includes both the degree of identifiability and the security
mechanisms in place.
I also propose that destruction after a set period of time should be the default position. Laws at present
focus on retention time frames but a preferable system would be to have set times for destruction
unless the case can be made out that retention is in the longer-term interest. As discussed above, there
is a range of reasons that this could be appropriate. These would need to be clearly justified as worthy
of retention in the longer term despite the fact that privacy risks would accompany their retention but
because of their very high social value. Part of the assessment should be the potential impact on
groups/segments of society as well as on individuals.97 Rigid provisions for long-term security of the
information need to be in place, including succession plans for organizations holding the data. Finally,
there appears to be little justification for the wide variation in laws at present. We need to develop a
national model framework which provincial jurisdictions can draw on for guidance and adopt as
appropriate.
Justice Windeyer of the High Court of Australia aptly referred to “[l]aw, marching with medicine but in
the rear and limping a little”.98 It appears that the health professions have been embracing electronic
technologies, and laws have not kept up with the rapid pace of reform. It is time for this problem to be
addressed such that control over the shaping of our individual and group identities is not swept away in
the tide of our wired selves.
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